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What is AFLNet?
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First code- and state-coverage guided protocol fuzzer (ICST’20, Tool)

March 2020

Released on GitHub



Contributions to Community
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First code- and state-coverage guided protocol fuzzer (ICST’20, Tool)



Contributions to Community
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Practice Contribution
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• 350+ Citations 350+ Citations

First code- and state-coverage guided protocol fuzzer (ICST’20, Tool)



Contributions to Community
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March 2020 June 2025

Released on GitHub
RTSP, FTP, SSH, TLS, 

SMTP

Research Contribution

Practice Contribution

Education Contribution

350+ Citations, 870+ Stars, 
17 protocols, more targets

• 870+ stars on GitHub and 17 protocols supported

• Used for challenging targets, e.g., 5G protocols, smart home 
ecosystem, medical imaging applications and automotive systems

First code- and state-coverage guided protocol fuzzer (ICST’20, Tool)



Contributions to Community
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March 2020 June 2025

Released on GitHub Research Contribution

Practice Contribution

Education Contribution

• Introduced in graduate 
courses, e.g., at 
University of Melbourne 
and Carnegie Mellon 
University

350+ Citations, 870+ Stars, 
17 protocols, more targets, 

course materials

First code- and state-coverage guided protocol fuzzer (ICST’20, Tool)
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Why has AFLNet generated such impact 
in a short period?
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Why do we need stateful protocol fuzzing?



Testing Protocols is Important

• Network protocols are backbone of critical infrastructure

• Bugs in network protocols damage a lot

9

Heartbleed Vulnerability in 
OpenSSL in 2014

Network protocols must be automatically and continuously tested 
for security vulnerabilities



But…Testing Protocols is Challenging

• Statefulness and sequences of inputs pose challenges
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FTP Example of message exchange between client (red) and server (black)



FTP Example of message exchange between client (red) and server (black)

But…Testing Protocols is Challenging

• Statefulness and sequences of inputs pose challenges
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Statefulness: 
sending the same
input message twice 
might yield a 
different response 
every time based on 
states



FTP Example of message exchange between client (red) and server (black)

But…Testing Protocols is Challenging

• Statefulness and sequences of inputs pose challenges
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Sequence Input: 
Reaching a state 
requires a sequence 
of messages



Existing Technique – Model Checking 
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• A verification technique, but in practice for “bug finding”

M |= φ

Finite State Machine Desired Property



Existing Technique – Model Checking 
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• A verification technique, but in practice for “bug finding”

• M |= φ

• Effective but with Limitations:

◦ A temporal logic property needs to be provided



Existing Technique – Model Checking 
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• A verification technique, but in practice for “bug finding”

• M |= φ

• Effective but with Limitations:

◦ A temporal logic property needs to be provided

◦ System modeling is not trivial

“S2E: A Platform for In-Vivo 
Multi-Path Analysis of Software 
Systems”, ASPLOS’11

“Software Security Analysis in 2030 and Beyond: A Research Roadmap”, TOSEM’25



Existing Technique – Model Checking 
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• A verification technique, but in practice for “bug finding”

• M |= φ

• Effective but with Limitations:

◦ A temporal logic property needs to be provided

◦ System modeling is not trivial

◦ Bugs are reported in a counter-example trace not inputs



Existing Technique – Fuzzing

• Stateful blackbox fuzzing (e.g., Peach)

◦ Writing models still involves much manual effort and expertise

◦ Learn nothing from past execution

• Stateless greybox fuzzing (e.g., AFL)

◦ Almost no manual effort and expertise required

◦ Neither know states or message sequences

17Requests from AFL’s users asking for stateful fuzzing support
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• Providing a practical solution for this long-standing problem

Why has AFLNet generated such impact in a 
short period?



AFLNet Approach
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Recording and replay 
for fuzzing



AFLNet Approach
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AFLNet Approach

21



AFLNet Approach
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AFLNet Approach
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• Coverage in black-, dark-, and grey-modes

Multiple Feedback Modes
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• AFLNet acts as the client

◦ Follow real-world architectures of network protocols

◦ Reduce manual effort in understanding protocols or modifying 

source code

Open-Sourced Tool 

25
best practice in fuzzing network services from the AFL++ document
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• Providing a practical solution for this long-standing problem

• Open Science Approach

Why has AFLNet generated such impact in a 
short period?
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More Research is In Progress



Recent Progress in Stateful Fuzzing

28

What is a state?
◦ SGFuzz (Usenix Sec’22)
◦ StateAFL (EMSE’22)
◦ ChatAFL (NDSS’24)
…

How to maximize syntactic validity of 
each message?

◦ ChatAFL (NDSS’24)
...

Protocol Environment Fuzzing

◦ ChaosAFL (ArXiv’23)
◦ EnvFuzz (CCS’23)
…

How to maximize fuzzing throughput?
◦ Nyx-Net (EuroSys’22)
◦ SnapFuzz (ISSTA’22)
…



Path Forward
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Internet of Things

Network protocol

Distributed System

Industrial control systemKernel Drivers

Autonomous vehicle

AI agentMore stateful software 
being routinely checked

Cyber-Physical System



30

Thanks!
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